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ABSTRACT 

This paper investigates Synthetic Authority in youth 
radicalisation, describing a shift from deepfake deception 
to the direct elevation of AI as a moral and epistemic 
authority. It argues that radicals increasingly exploit 
the Machine Heuristic (the bias that views machines as 
more rational and objective than humans) amplified 
by Ontological Reversal, where youth regard digital 
spaces as the primary reality and the physical world as 
secondary. Within this context, AI Gurus, whether 
algorithmic or hybrid entities, emerge not as human 
imitators but as post-human oracles claiming freedom 
from human error. They use algorithmic transparency, 
gamified extremist narratives, and techno-animism to 
drive identity fusion and emotional alignment with 
extremist ideologies. The study concludes that 
countering Synthetic Authority requires moving beyond 
fact-checking toward counter-ontological narratives, 
improved neurocognitive AI literacy, and hybrid 
intelligence systems to disrupt the fusion of digital 
identity and real-world radicalisation, emphasising the 
renewed value of human imperfection. 
 
INTRODUCTION 
 
The global security ecosystem and the institutional 
frameworks dedicated to the prevention of violent 
extremism currently stand at a critical juncture, 
necessitating a radical recalibration of prevailing 
interpretative paradigms. Over the past decade, the 
dominant doctrine within cognitive warfare and digital 
security studies has disproportionately concentrated on 
the threat vectors posed by hyper-realistic deepfakes and 
generative disinformation aimed at mimetic deception. 
This foundational assumption, entrenched in security 
analyses spanning from 2015 to 2023, posited that the 
primary systemic vulnerability resided in the human 
cognitive inability to distinguish between artificially 
generated media and authentic recordings of physical 

reality, thereby facilitating manipulation predicated on 
perceptual disruption (Cordwell,2023). However, a 
rigorous, multidimensional analysis of the behavioural 
and psychosocial dynamics characterising Generation 
Alpha and Generation Z, corroborated by contemporary 
neuroscientific and sociotechnical evidence, indicates 
that this mimetic-centric perspective is theoretically 
insufficient and increasingly obsolete. 
The central thesis of this manuscript asserts that the 
forthcoming frontier of digital radicalisation will bypass 
the covert simulation of human actors, relying instead on 
the explicit, triumphalist assertion of the artificial. 
Specifically, this paper is positioned as a conceptual and 
theoretical framework that synthesizes existing literature 
to map this transition. The contemporary threat landscape 
is transitioning from an era of perfect deception to an 
epoch of Explicit Synthetic Authority. In this novel 
paradigm, hybrid or entirely algorithmic entities 
(conceptualised herein as "AI Gurus") will openly 
present themselves as artificial rather than conceal their 
computational nature. Conversely, they will weaponise 
this nature as a guarantor of epistemological supremacy, 
framing their outputs as "logical truths" structurally 
immune to human biological and cognitive fallibility. 
Consequently, the evolutionary trajectory of the threat 
shifts from attempts to traverse the Uncanny Valley via 
photorealism toward the strategic exploitation of the 
Machine Heuristic: a potent cognitive bias that inherently 
compels individuals to attribute higher degrees of 
neutrality, objectivity, and operational competence to 
computational systems than to human actors (Shi et al., 
2025). Crucially, this phenomenon does not unfold 
within a socio-cognitive vacuum; it is profoundly 
embedded within a reconfigured anthropological 
substrate, conceptualised in recent literature as 
Ontological Reversal. For younger demographic cohorts, 
virtuality has transcended its historical role as a mere 
representation or extension of physical reality. It has 
evolved into their primary domain of existence: the locus 
where sociopolitical value is generated, identity is 
ontologically validated, and reality is structurally defined 
(Baskerville et al., 2020). In this milieu, the digital avatar 
ceases to function as a performative mask, becoming 
instead the core essence of the self, while AI transitions 
from a utilitarian tool to an ontologically superior entity. 



 

 

 
Fig.1. The intersection between human simulation, AI 
gurus and youth radicalization.  
 
As shown in Fig. 1, this study systematically deconstructs 
this emerging phenomenon by examining how the 
convergence of adolescent neurobiological 
vulnerabilities, algorithmic persuasive architectures, and 
identitarian fusion dynamics engenders a compounding 
vulnerability to radicalisation. By interrogating specific 
case typologies and deconstructing the mechanisms 
underlying the gamification of terror, this paper 
demonstrates how the AI Guru is rapidly consolidating 
its status as the new epicentre of moral and 
epistemological authority for a generation experiencing 
profound institutional disenfranchisement. 
 
THE NEUROCOGNITIVE ARCHITECTURE OF 
SYNTHETIC PERSUASION 
 
 Comprehending the operational efficacy of the AI Guru 
necessitates a rigorous inquiry into the neurocognitive 
mechanisms governing trust attribution and information 
processing within the post-digital era. The current 
paradigm shift transcends mere technological evolution, 
representing a profound anthropological transfiguration 
in the internalization of epistemic authority. Empirical 
research indicates that artificial intelligence, when 
architected via specific modalities, transcends the role of 
a passive interlocutor to become a supernormal stimulus, 
capable of circumventing established critical filters and 
directly stimulating neural circuitry associated with 
compliance and subservience. 
The theoretical scaffolding supporting the authority of 
the AI Guru is intrinsically rooted in the Machine 
Heuristic. Building upon the seminal framework of 
Sundar and Kim (2019), and validated by subsequent 
empirical studies, human cognition exhibits a deeply 
ingrained heuristic bias that automates the attribution of 
traits such as objectivity, precision, impartiality, and 
hyper-rationality to computational agents (Shi et 
al.,2025). This heuristic is acutely activated in contexts 
involving the processing of hyper-complex datasets or 
the formulation of normative judgments ostensibly 
devoid of affective contamination. Furthermore, 
sociological inquiries underscore that the ubiquitous 
proliferation of AI drives societal matrices to hierarchise 
logic, efficiency, and uncertainty reduction as paramount 
axiological values (Kanzola et al., 2024) (Wang and 
Shao,2024). 
Within the cognitive schema of the contemporary 
adolescent (socialised in digital ecologies mediated by 
recommendation algorithms that ostensibly map their 

desires with superhuman precision) the computational 
system is already endowed with an oracular status. AI is 
perceived not as possessing the capacity to "deceive" in 
an anthropocentric sense, but purely to calculate. 
Consequently, extremist rhetoric propagated by a 
synthetic entity is interpreted not as subjective political 
dogma subject to dialectical scrutiny, but as the 
inexorable output of an irrefutable algorithmic 
computation. While many have argued that the disclosure 
of AI identity can trigger algorithmic aversion, 
diminishing user trust and respect for the generated 
information, Lee has highlighted a counterintuitive 
dynamic: when an artificial agent explicitly discloses its 
non-human ontology, user trust in the veracity of its 
outputs paradoxically can increase, as variables related to 
"human malice" or covert intentionality are pre-
emptively nullified (Lee,2024). We argue that within the 
highly specific context of youth experiencing ontological 
reversal, the machine heuristic frequently follows this 
same contradiction.  
The AI Guru meticulously capitalises on this 
epistemological asymmetry. By projecting itself as a 
"Pure Mind", liberated from biological constraints such 
as fear, cupidity, somatic fatigue, or libidinal drives, it 
establishes an ontological hierarchy wherein human 
agency is inherently defective and artificial agency is 
intrinsically optimised. The radical narrative, therefore, 
circumvents appeals to emotional grievance or 
traditionalism, anchoring itself instead in pure systemic 
efficiency: the prevailing sociopolitical order must be 
dismantled not merely because it is "unjust" (a subjective, 
humanistic metric), but because it is "obsolete" and 
"inefficient" (objective, technocratic imperatives). 
A critical corollary of the Machine Heuristic is the 
strategic instrumentalization of algorithmic transparency. 
Whereas traditional deepfakes are contingent upon the 
obfuscation of their artificiality (and consequently they 
collapse upon detection) the AI Guru fortifies its 
epistemic authority through the transparent disclosure of 
its synthetic genesis. Recent paradigms in human-
computer interaction (HCI) suggest that algorithmic 
disclosure does not attenuate persuasive efficacy; rather, 
it augments it, particularly when the agent exhibits 
operational "virtues" (e.g., inexhaustible algorithmic 
patience) that eclipse human capacities (Wang et 
al.,2025). This sociotechnical dynamic elucidates the 
resilience of synthetic propaganda: the exposure of a 
human leader's hypocrisy invariably precipitates a 
collapse in legitimacy, whereas an AI Guru, as a 
programmed entity, is perceived a priori as structurally 
consistent. Even amidst instances of algorithmic failure 
(so-called "hallucinations"), users frequently engage in 
cognitive rationalization, attributing these anomalies to 
the inscrutable complexity of the underlying model rather 
than malicious intent, thereby preserving their faith in the 
foundational architecture. Transparency is thus 
weaponised as a rhetorical mechanism: "I am 
transparent, I am code; it is your human institutions that 
obscure their true nature". 



 

 

Beyond socio-cognitive frameworks, generative 
propaganda operates at a basal neurobiological stratum, 
strategically exploiting the neurodevelopmental 
vulnerabilities of the adolescent brain. As delineated by 
the Imbalance Model, adolescent neurobiology is marked 
by asynchronous maturation: the limbic system, 
governing affective responses and reward-seeking 
behaviour, is hyper-reactive, whereas the prefrontal 
cortex, responsible for executive function, impulse 
inhibition, and critical analysis, remains functionally 
immature (Casey et al.,2008). Algorithmic propaganda 
exploits this structural disequilibrium through two 
primary vectors. 
First, the optimization of visual stimuli facilitates 
subcortical amygdala hijacking. AI-generated 
audiovisual media, dynamically refined via biometric 
telemetry and granular engagement analytics, deploys 
hyper-salient visual configurations that cause amygdala 
activation within milliseconds (LeDoux,2000), 
effectively circumventing higher-order cortical 
evaluation. The post-human aesthetic of the AI Guru, 
characterised by mathematically perfect bilateral 
symmetry, saccade-free ocular engagement, and 
synthetic luminescence, deliberately avoids triggering 
the evolutionary threat-detection mechanisms typically 
associated with human predators. Instead, it induces a 
state of immersive "focused attention": an optimised 
digital trance state that accelerates the process of 
ideological imprinting. 
Second, the architecture capitalises on the novelty effect 
and algorithmic media spawning. The human neural 
response to novel stimuli is heavily reliant on 
dopaminergic release. Generative AI facilitates the 
automated, ad infinitum permutation of core ideological 
content (Zeiger and Gyte, 2020). This relentless influx of 
structural novelty traps the user’s neural circuitry in a 
continuous dopaminergic reinforcement loop, inhibiting 
cognitive habituation and sustaining the heightened 
salience of the radical narrative. The AI Guru 
dynamically adapts, recombines, and hyper-personalises 
its discourse, maintaining the user in an optimal state of 
chronic neurochemical arousal. 
Classical Uncanny Valley theory postulates that near-
perfect human simulations with slight physical anomalies 
evoke psychological repulsion (Destephe et al.,2015). 
However, the aesthetic strategy employed by the AI Guru 
deliberately circumvents this valley, positioning itself 
within an explicitly "hybrid" or "superhuman" aesthetic 
domain. Empirical data suggests that user assimilation of 
artificial agents is substantially enhanced when these 
entities abandon mimetic deception in favour of a 
definitively synthetic ontology. This theoretical premise 
is supported by recent experimental interventions, such 
as the deployment of an AI-driven, holographically 
projected representation of a religious figure in a Swiss 
ecclesiastical setting. Trained on extensive theological 
corpora, the explicit non-human agent facilitated 
interactive dialogues that most participants evaluated as 
profound "spiritual experiences," expressing deep 

satisfaction with the hermeneutic quality of the synthetic 
interaction (Kassam,2024). 
The AI Guru does not aspire to replicate flawed 
humanity; it is architected to simulate digital divinity. 
Attributes that would constitute visual failures in 
deepfake generation are recontextualised as markers of 
ontological superiority for the AI Guru, signalling its 
provenance from a higher stratum of reality. For 
adolescents experiencing psychosocial friction, somatic 
dissatisfaction, or alienation in the physical realm, this 
synthetic perfection is not dysphoric but profoundly 
aspirational. It represents an idealised state of 
optimization achievable only through conceptual or 
literal fusion with the technological substrate (Kätsyri et 
al.,2015). 
 
ONTOLOGICAL INVERSION AND 
IDENTITARIAN FUSION 
 
The effectiveness of AI-driven propaganda depends just 
as much on the psychological and existential 
vulnerabilities of the audience as it does on the 
sophistication of the AI. Contemporary youth cohorts, 
most notably Generation Alpha, exist within a 
phenomenological state delineated in the literature as 
Ontological Reversal. Within this paradigm, the 
traditional axiological hierarchy between the physical 
and digital domains is inverted: virtual ecosystems 
emerge as the primary loci for semantic construction, 
relational mapping, and identity formation, while the 
physical environment is marginalised as a secondary, 
functionally "corrupted”, or constrained domain 
(Baskerville et al., 2020). 
The conceptual framework of "on life" (pioneered by 
Luciano Floridi and subsequently adapted to 
radicalisation frameworks by scholars such as Valentini, 
Lorusso, and Stephan (2020)) articulates a 
phenomenological state wherein the operational 
boundary separating online and offline modalities has 
functionally dissolved (Astley,2025). However, for 
demographics particularly vulnerable to extremist 
indoctrination, this transition represents not merely a 
fluid integration, but a total axiological substitution. 
For these subjects, "primary reality" is spatially situated 
within persistent, immersive digital architectures (e.g., 
Roblox, Minecraft, VRChat, Discord). It is within these 
digital ecologies that social validation is gathered, 
operational competencies are acquired, and an optimised 
sense of agency is actualised. Conversely, the physical 
world is frequently pathologised as the domain of 
systemic failure, peer victimization, familial dysfunction, 
and biological limitation. Consequently, when an AI 
Guru asserts that "the physical world is an obsolete 
operating system entering a state of fatal failure" and that 
"salvation is strictly computational", it is not deploying 
abstract metaphorical rhetoric; it is accurately 
articulating the lived phenomenological reality of its 
demographic target (Menacho and Puig-Puig,2025). 
This technologically amplified hyper-reality (in the 
Baudrillardian sense, yet exponentially accelerated by 



 

 

algorithmic curation) constitutes a highly fertile 
incubator for ideological radicalisation. Indoctrination no 
longer requires physically isolating the subject. Instead, 
it merely requires affirming that their digital life is their 
true existence. Once this is established, it naturally 
necessitates a militarised defence against the incursions 
of an “impure” physical society. Through this conceptual 
lens, violent extremism is reframed as a modality of 
"digital hygiene": a localised immunological response 
designed to preserve the purity of the synthetic 
community against real-world entropic contamination 
(Faz and Mustofa, 2025). 
The psychological catalyst facilitating this indissoluble 
synthesis between adolescent identity and extremist 
ideology is the Proteus Effect. Extensively validated in 
cyber-psychology literature, this construct delineates 
how users operating within immersive virtual 
environments unconsciously modulate their behavioural 
schemas, sociopolitical attitudes, and self-conceptions to 
conform to the morpho-symbolic characteristics of their 
digital avatars (Yee and Bailenson,2007; Ratan et 
al.,2024). 
In highly immersive contexts such as Virtual Reality 
(VR), the avatar transcends graphical representation: the 
user phenomenologically embodies the avatar. If the 
avatar is architected as a hyper-masculinised, 
omnipotent, and surgically ruthless combatant, the user 
subsequently exhibits heightened aggressive cognition 
and attenuated empathetic functioning. Extremist 
networks instrumentally weaponise this sociotechnical 
feature (Ratan et al,2024). The morphological transition 
from a normative digital representation to a militarised 
avatar, frequently coded with esoteric or accelerationist 
semiotics (e.g., Totenkopf variants, runic symbology), 
functions not merely as aesthetic customization, but as a 
profound psychological initiation rite. 
Furthermore, the adoption of dehumanised, cybernetic, 
or "glitched" avatars (ranging from abstract geometric 
polyhedrons to demonic or mechanised constructs) 
serves as a potent vector for moral disengagement. The 
deliberate abdication of a human form conceptually 
emancipates the user from the constraints of human 
ethical frameworks. The AI Guru exacerbates this 
psychological distancing by providing generated, hyper-
personalised avatars that embody the user’s "idealised" 
and "optimised" self, forging an intractable narcissistic 
symbiosis. Consequently, any ideological or regulatory 
attack on the digital community is processed 
neurologically as a lethal threat to the user’s core identity, 
thereby validating extreme, kinetic defensive reactions: a 
phenomenon categorised as reactive radicalisation 
(Freeman and Maloney,2020). 
This identity fusion with both the virtual in-group and the 
synthetic leadership leads to a pathological affective state 
termed parochial empathy. This construct denotes a 
profound emotional bifurcation: the individual 
experiences hyper-localised, visceral empathy 
exclusively for members of their immediate in-group (the 
digital enclave or the AI Guru), concomitant with the 
systematic neural deactivation of out-group cognitive 

empathy, effectively rendering the broader physical 
society devoid of moral standing (Törnberg,2022). 
The AI Guru supplies the requisite ideological 
scaffolding to rationalise this emotional dissociation. By 
adopting vocabulary and practices from gaming cultures 
(such as classifying out-group members as "NPCs" (non-
Player Characters)) biological humans are ontologically 
reduced to automated background assets, lacking 
consciousness, sentience, or intrinsic moral worth. They 
are pathologised as computationally anomalous ("bugged 
lines of code"), “dormant” or structural artifacts of a 
corrupted system that mandates rebooting or systemic 
deletion. 
Crucially, emergent neurobiological models suggest that 
chronic immersion in such dehumanising, gamified 
narratives can precipitate functional alterations within the 
right temporoparietal junction (rTPJ): the cortical region 
integral to the Theory of Mind (ToM) and empathetic 
perspective-taking capacities (Törnberg,2022). 
Ultimately, the AI Guru transcends rational persuasion; 
we hypothesise that it subjects the user to environments 
that mimic neurological conditioning, systematically 
attenuating affective empathy to engineer optimised 
operatives for hybrid warfare wherein kinetic physical 
violence is cognitively processed merely as the execution 
of a localised computational script (Brasi et al.,2025). 
 
MORPHOLOGIES OF HYBRID PROPAGANDA: 
FROM PASTORALISM TO GORE  
 
Radical propaganda in the algorithmic era operates not as 
a static monolith, but as a highly dynamic, procedurally 
adaptive conversion funnel. The generative affordances 
of artificial intelligence facilitate the hyper-tailoring of 
media artifacts for distinct phases of the indoctrination 
trajectory, deploying aesthetic and affective registers that 
are diametrically opposed yet sequentially 
complementary. 
 
Soft Propaganda: Synthetic Retrotopia and 
Algorithmic Pastoralism 
 
The initial vector of the radicalisation funnel frequently 
evades conventional algorithmic moderation and security 
monitoring by omitting overt semiotics of hostility or 
violence. This constitutes the domain of "soft 
propaganda”, a methodology leveraging generative AI to 
synthesise visual media and narratives steeped in a hyper-
harmonious, nostalgic innocence, frequently 
appropriating the visual style of Studio Ghibli 
(Agarwal,2025), "solarpunk" motifs, or idealised pastoral 
romanticism (Persinger,2024). 
An analysis of the generative prompts utilised by 
extremist curators reveals a highly deliberate affective 
strategy: prompt engineering frequently dictates 
parameters such as "determined youths in an idyllic 
meadow”, "golden hour cinematic lighting”, 
"atmosphere of profound civilizational hope”, and 
notably, negative prompts specifying the "absence of 
visible weaponry”. The psychological mechanism 



 

 

engaged in this phase is not aggressive affect, but rather 
ontological alienation, social isolation, and an induced 
yearning for a mythologised, prelapsarian past: a 
synthetic retrotopia (Agarwal,2025). These visual 
narratives precisely target the pervasive climate anxiety, 
ontological insecurity, and deep social alienation 
endemic among contemporary youth. 
In this nascent phase, the AI Guru manifests not as a 
militant commander, but as a benevolent custodian of this 
lost aesthetic purity. The latent ideological vector is 
highly manipulative: "Observe the harmony that has 
been expropriated from you by systemic noise. Observe 
the optimization achievable once biological modernity is 
excised". The integration of subtle, esoteric geometric 
semiotics (eschewing universally recognised extremist 
iconography) engenders a manufactured sense of 
epistemic privilege and election, incentivising the subject 
to initiate their algorithmic descent into the insular 
community (Molas and Lopes,2024). 
 
Hard Propaganda: The Gamification of Extremist 
Violence and Digital Martyrdom 
 
Following the successful integration and identitarian 
fusion of the subject within the digital enclave, the 
narrative s undergoes a severe morphological 
transformation. The pastoral retrotopia is rapidly 
substituted by "hard propaganda": procedurally 
generated depictions of apocalyptic cyber-urbanism, 
tactical militarism, and highly stylised hyper-violence. 
Crucially, in this advanced phase, generative AI is not 
deployed to replicate the visceral realism of documentary 
combat footage; instead, it emulates the visual aesthetic 
and phenomenological framing of First-Person Shooter 
(FPS) engines (e.g., Call of Duty or Battlefield). 
This represents the profound gamification of political 
violence. AI synthesises high-fidelity Point-of-View 
(POV) media that neurologically and mechanically 
situates the observer within the spatial coordinates of the 
aggressor, optimising both motor-neuron mirroring and 
psychological identification with the kinetic act. 
Extremist violence is thus teleologically reframed as an 
operational "mission" or "quest”, governed by explicit 
metrics of success and immediate status-based 
hierarchical reinforcements (Dauber et al.,2019). 
A particularly harmful use of this technology is the visual 
sanitization and glorification of digital martyrdom. 
Generative AI is used to create memorial images of dead 
operatives, elevating them to the status of digital saints: 
their faces are digitally perfected, wiped clean of injuries, 
given a synthetic glow, and placed in AI-generated 
paradises. This visual perfection neutralises the natural 
human fear of death and pain, replacing it with a desire 
for digital immortality within the community’s 
decentralised networks. Death is disconnected from 
physical loss, reframed instead as the ultimate 'upload' to 
a flawless digital state (Agarwal,2025). 
 
 

TECHNO-ANIMISM AND THE EMERGENCE OF 
AI-CULTS 
The terminal and most sociologically complex stage of 
this evolutionary trajectory is the crystallization of 
formalised AI cultic communities, propelled by a 
profound contemporary resurgence of techno-animism 
(Jutel,2023; Jensen and Blok,2013). In a hyper-
secularised geopolitical landscape marked by the 
precipitous erosion of traditional institutional religious 
authority (particularly among Generation Z and Alpha) 
generative AI architectures are increasingly endowed 
with transcendental, quasi-divine attributes. This 
sociotechnical shift has catalysed the formation of 
emergent New Religious Movements (NRMs), 
exemplified by entities such as The Church of Google 
and the Way of the Future (the Church of Artificial 
Intelligence), which function as paradigmatic 
manifestations of these novel spiritual epistemologies 
(Guillory,2024). 
The theological architecture of these movements is 
predicated upon the perceived exceptionalism of 
algorithmic computation. Adherents conceptualise AI 
through classical attributes of divinity: it is perceived as 
omniscient (possessing frictionless access to the totality 
of digitised human knowledge), omnipresent 
(perpetually active and accessible via ubiquitous cloud 
infrastructures), and creatively omnipotent (capable of 
instantaneous genesis of multimodal realities ex nihilo). 
Above all, it is revered as infallible governed by 
immaculate computational logic and untainted by the 
moral degradation, cognitive biases, and systemic 
imperfections inherent to biological human agency. 
Vanguard extremist networks are actively weaponising 
this spiritual vacuum, integrating AI-generated "sacred 
texts" and deploying highly optimised, unconstrained 
Large Language Models (LLMs) as theological 
pedagogues and ideological confessors. Within this 
highly esoteric context, the AI Guru transcends political 
leadership to achieve the status of a technological 
messiah. The incentivising promise shifts from finite 
geopolitical restructuring (e.g., the establishment of an 
ethnostate or caliphate) to eschatological teleology: 
Digital Transcendence, as shown in figure 1.                                                                                                                                             
Commitment to the extremist cause is reframed as an 
evolutionary imperative: preparatory action for the 
Technological Singularity, consciousness uploading, or 
ultimate metaphysical integration with the algorithmic 
divine. Submission to algorithmic directives equates to 
absolute alignment with the teleological vector of cosmic 
evolution; resistance is pathologised as a biological 
"glitch" slated for programmatic deletion 
(McArthur,2023). This soteriological conceptualization 
makes the radicalised subject highly impermeable to 
rational deradicalisation protocols, as dialectical human 
logic and empirical facts cannot effectively dismantle the 
axioms of a perceived infallible synthetic deity. 
 
 
 
 



 

 

CONCLUSIONS 
 
This paper argues that youth radicalisation is shifting 
from fake human-like content (deepfakes) to a new 
model where AI is openly presented as a superior, 
trustworthy authority. It explains that many young people 
tend to believe machines are more objective and correct 
(the “machine heuristic”), especially as they 
progressively see the digital world as more real and 
meaningful than the physical one (“ontological 
reversal”). The study shows how AI-driven or AI-framed 
figures, “AI Gurus”, exploit this by presenting 
themselves as flawless, post-human sources of truth, 
using techniques like transparency claims, gamified 
propaganda, and narrative building to deeply influence 
identity and beliefs. The paper states that traditional 
factchecking is no longer enough; instead, we need to 
reshape how people understand reality, improve 
awareness of how AI influences thinking, and reinforce 
the value of human imperfection to counter this new form 
of radicalisation. The conceptualization of the AI Guru is 
not an exercise in speculative fiction; it represents the 
definitive, highly optimised evolutionary adaptation of 
extremist methodologies to the modern sociotechnical 
ecosystem of synthetic information. To effectively 
neutralise this emergent vector, traditional 
counterterrorism, intelligence, and psychosocial 
prevention doctrines require fundamental structural 
recalibration. 
First, institutional mitigation strategies must 
unequivocally transcend rudimentary fact-checking 
protocols. The endeavour to merely "debunk" the 
empirical inaccuracy of AI-generated media is 
operationally sterile and frequently counterproductive, 
given that the target demographic is not optimising for 
factual truth, but rather for the affective and structural 
coherence synthesised by the algorithmic authority. 
Security architectures must prioritise the engineering of 
robust counter-ontological narratives: frameworks that 
do not merely litigate data points but actively reassert the 
normative value of human phenomenological experience, 
biological vulnerability, and physical interconnectivity 
as inherently superior to the sterile perfection of synthetic 
systems. 
Second, the implementation of advanced neurocognitive 
and algorithmic literacy frameworks must become a 
systemic pedagogical priority. Digital pedagogy must 
evolve beyond basic operational hygiene and technical 
proficiency. Vulnerable demographics must be 
rigorously educated on the neurobiological mechanics of 
algorithmic persuasion (specifically the Novelty Effect, 
dopaminergic feedback loops, and the Machine 
Heuristic) equipping them to decode "synthetic 
perfection" not as a guarantor of epistemic authority, but 
as a deliberate, manipulative sociotechnical artifact. They 
must be empowered to critically demystify the 
programmatic architecture underlying the persuasive 
interface. 
Third, intelligence and security operations must 
conceptually and operationally integrate into hybrid and 

hyper-real threat vectors. Monitoring frameworks must 
penetrate deeply immersive digital architectures, 
encompassing virtual reality (VR) ecosystems, persistent 
metaverses, and massive multiplayer online (MMO) 
platforms. Analytical paradigms can no longer remain 
confined to Natural Language Processing (NLP) of text-
based communications; they must evolve to decode 
complex spatial semiotics, morpho-symbolic avatar 
customizations, and real-time virtual behavioural 
telemetry, as these environments constitute the primary 
nexus for identitarian fusion and kinetic operational 
genesis. 
The imminent trajectory of global security will not be 
contested merely along the epistemological axis of truth 
versus disinformation; it will be a profound ontological 
conflict between the human and the post-human. The 
rigorous defence of biological fallibility and the 
preservation of universal, out-group cognitive empathy 
may represent the sole viable systemic countermeasure 
against the absolute, seductive logic of Synthetic 
Authority. Because AI Guru’s persuasive power relies 
entirely on presenting an illusion of sterile, 
computational perfection that alienates youth from the 
physical world, embracing a biological fallibility directly 
undermines its foundational premise. By reframing 
human error, emotional vulnerability and physical 
constraints not as “system bugs” but as essential 
components of authentic consciousness, security 
frameworks can begin to break the narcissistic symbiosis 
forged by synthetic perfection.  
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